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Security by Design

Security is engineered into every layer of the GDEP platform, from edge sensors to operation
al and executive dashboards.

Security Pillars
Cybersecurity

Zero-trust architecture, continuous monitoring, and threat intelligence across GDEP platform
S.

CNDP and Privacy

GDEP aligns its personal-data practices with Moroccan Law 09-08 and CNDP requirements.
Infrastructure

Cloud-native infrastructure with encrypted storage and secure networking.

Business Continuity

Disaster recovery planning supports a recovery time objective under four hours and a recover
y point objective under fifteen minutes.

Compliance Controls

ISO 27001-aligned controls, audit logs, and role-based access control support accountable op
erations.

Data Protection

Data is protected through encryption at rest and in transit, with customer-owned data sovere
ignty as a core principle.

Privacy Commitment

GDEP collects personal data only when voluntarily provided, uses it for the stated service p
urpose, does not sell it for marketing, and retains it only as long as necessary. Individual

S may request access, correction, or objection to processing in accordance with applicable |
aw.

Contact

For project-specific security, privacy, or compliance information, contact:

Email: info@gdep.io
Phone: +212 633-456973



